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Abstract

We propose a self-organizing archival Intermem-
ory. That is, a noncommercial subscriber-provided dis-
tributed information storage service built on the exist-
ing Internet. Given an assumption of continued growth
in the memory’s total size, a subscriber’s participation
for only a finite time can nevertheless ensure archival
preservation of the subscriber’s data. Information dis-
perses through the network over time and memories be-
come more difficult to erase as they age. The probabil-
ity of losing an old memory given random node failures
is vanishingly small — and an adversary would have to
corrupt hundreds of thousands of nodes to destroy a
very old memory.

This paper presents a framework for the design of
an Intermemory, and considers certain aspects of the
design in greater detail. In particular, the aspects of
addressing, space efficiency, and redundant coding are
discussed.
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agree ent to f nd and s pport libraries at ed ca-
tional instit tions and several levels of govern ent
issol tiona o nts to a distrib ted red ndant stor-
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organi ing nat re at is, t ere is no essential central

orld librar  t is possible t at t e role of libraries
ill si pl e pand to incl de t e collection of p rel
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be provided b a single a or niversit or ot er in-
stit tion ese approac es are, O ever, inconsistent
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co ercial organi ation
iven t e c rrent state of orld connectivit , and
t e clear prospects for contin ed gro t , idel dis-
trib ting arc ival data is not a signi cant tec nical
proble ns ring t at it s rvives is t e real iss e
since nli e boo s ic persist for cent ries or ore,
ac ines ave lifeti es eas redins alln Dbers of
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nt esol tion e envision, a ser donates storage
space tot e e or foraperiodofti e, and in re-
t rnreceivest erig ttostorea ¢ s allera o nt
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b te ig t, for e a ple, correspond to t e rig t to
arc ivall store 2 egab tes eret es ste ’s effi-
ciency is 2
r approac rests on an ass ption of contin ed
s ste gro t alling costs per bit of data storage and
gro t int en ber of nternet eb sersandt eir
appetite for data storage are s pporting factors t is
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tion of storage space can correspond to an nbo nded-
ti e storage space grant es ste ’se cienc factor



st belo eno g tos pportt is trade and to allo
s cientl ide distrib tion of eac e or ite
is paper begins t e process of for ali ingt e no-
tion of Intermemory, presents speci ¢ proposals for cer-
tain aspects of its design, and co entsont e ani-
fold ot erc allengest at st be addressed beforet e
rst stable and sec re nter e or goes online
ere ar t at large organi ations ig t i ple-
ent one or ore private nter e ories res lting
an Intramemory t at is aintained it o t e plicit
bac povert eorgani ation’s ide areanet or e
p blic nter e or t at otivatedt ispaperisint is
sense t e world’s memory
e contrib tions of t is paper are

1 eneraldevelop entoft enotionof nter e or
and its arc itect re

2 e idea of trading a nite-ter donation for n-

bo nded storage rig ts

Speci ¢ designs for distrib ted red ndant data
storage

4 A speci c approac tot e addressing proble

e gro ing interest in digital libraries as recentl
s rve ed 1 and a general disc ssion of t e proble of
preserving digital doc  ents is contained in 1 e
observe t at libraries serve t o distinct roles  ain-
tenance of a istorical record, and selection of appro-
priate aterials eb-inde ing approac es dispense
it t e second role and allo a ser to vie allt e
orld astoo er e fail, o ever,todeal it t e
rst Creating a record of ever t ing on t e nternet
9 represents, b contrast,ane p asisont e rstrole
and eli inates entirel t e second r concept of n-
ter e or co bines t e arc ival f nction it at
a o nts to a self-selecting p blication process t is
ort ilenotingt at nter e or solvest e preser-
vation proble associated it t e ep e eral nat re
of co p ter storage edia Asne s bscribers replace
old ones, e ories are a to aticall copied onto t e
latest edi
Anderson’s or parallelso ro n,b t ise -
p asis is on t e freedo -of-e pression and individ al
rig ts rationale, and less on t e speci ¢ tec nical and
arc itect ral iss es involved
e proble of e cientl distrib ting a le it in
a distrib ted s ste  aving connectivit described b
a given ndirected grap is considered in 11 at is,
a node can reconstr ct data fro its neig bors is
idea is related to t at of diversity coding see 1 for
recent or in ic t ereare Itiple encoders and
eac of several decoders asaccesstoso e eds bset

of t eencoders B contrast, eass et att e orld
net or providesaco pletegrap So ilet is or
is clearl related to o r proble it does not appear to
be directl relevant
e topic of 1 is a disc ssion, in general ter s, of
several design iss es and tradeo srelatingtot ei ple-
entation of red ndant distrib ted databases Si ilar
iss es are disc ssed in 1 and bot papers cite abin’s

or 14, ic introd ced t e idea of coding-based
red ndanc to t e database co nit eint rn
recogni es t e earlier related or dl  oisalso
interested in perpet al storage 12, ere is foc sis

on preservation of and access to researc literat re
e redundant array of inexpensive disks A D
approac 1 distrib tes a le s ste over an arra
of dis s directl attac edtoa ostco p ter ed n-
danc is provided b variations of a si ple parit ap-
proac rt er distrib ting not onl t e storage,b t
alsot econtrolofa les ste ,ist es bectofn er-
o s papers incl ding 4, ic describest e Ss s-
te no nder develop ent iss ste distrib tesa
le s ste over cooperating or stations ile retain-
ing ig perfor ance B contrast i o r proposed
nter e or incl des red ndanc and dispersal on a
¢ larger scale, and is capable of tolerating t e loss
of a large portion of t e participating nodes, ii t e
e p asisisont e arc ival aspect rat er t an on per-
for ance, iii participating processors are ass ed to
be idel dispersed on t e orld internet, t eir par-
ticipation of an ep e eral nat re and s b ect to ver
little central control, iv adversarial attac s are a pri-
ar nter e or design concern, v o r foc s is on
i ple enting a bloc -level s bstrate pon ic ore
t anone les ste for at ig tbei ple ented over
ti e, and vi beca se of o r e p asis on arc iving, a
rite-once odel is o r starting point it researc

contin ing to ards a read- rites ste

ts tr r

ort ep rposesoft ispapert e nter e or isan
i ense, distrib ted, self-organi ing, persistent A
containing2 e or bloc s tisaddressedb an -
bit binar address, and eac bloc consists of ords
of bits S bscribers are allocated ed addresses into
ic onl t e a rite e ass e a rite-once
odel once ritten, t e data cannot be odi ed or
deleted An one a read fro an location
oac ieve ide-spread set e nter e or ill,no
do bt, avetodeal it an ig -leveliss ess c as
intelligent addressing, searc and per aps ot er f nc-
tions b ilt ontop oft esi ples bstrate e consider
as ell as interpretation of speci c datat pes s ¢ as



Figure 1. The Rosetta stone was disco vered
by a French engineering officer in August of
1799 while strengthening afortlocated on the
west bank of the Rosetta arm of the Nile [7]. It
recor ds abilingual decree promulgated by the
whole of the priesthood of Egypt in the ninth
year of the reign of Ptolemy V (B.C. 196). It
concludes with a resolution ordering that a
copy of the inscription in hieroglyphs, Greek,
and demotic shall be placed in every large
temple in Egypt. While papyrus was in use
at the time, this message was recorded is a
basalt slab. We obser ve that the priesthood’ s
message was disper sed to several locations,

recorded in a durable medium, and that its
bilingual nature ensured semantic long evity —
an approach not so diff erent in principle than
the Intermemor y we now contemplate . Given
that Egypt’'s earliest record was already re-
garded as ancient by the ancient Greeks, we
might imagine that archival preser vation was
very much on the mind of Ptolemy V and the
priesthood. The modern world is fortunate
that their attempt at preservation succeeded

as it led to the first deciphering of the hiero-
glyphic record left thousands of years earlier.

te t,i age, and even progra s inanarc ival anner
ese topics are be ond t e scope of t is paper e
also set aside t ei portant cr ptograp ic iss est at
st 1ti atel be addressed for t e s ste to onor
its arc ival pro ise and at alo level, enforce rite
per issions and provide dataa t entication etot er
di ensions of t e proble are identi ed in sections
and 4
e contend, o ever, t at ile deplo ent of a
co plete s ste in t e senses identi ed above is a
da nting tas , less co plete sol tions are practical
toda o s pport t is contention e ave c osen
to present o r nter e or design in rat er concrete
ter sin ic speci cval es are proposed fort es s-
te para eterss ¢ as , ,etc nordertoill i-
nate t e arc itect ral iss es nderl ing eac of t ese
design decisions e illco entont etradeo st at
appl
A orld- ide f 1 connected net or is ass ed
sc tatt e nter e or service on eac participat-
ing processor can be contacted at so enet or address
A toda an  address and portn bers ce

2.1 Redundancy and Disper sal

nt issection e describe a partic larsc e e based
on ell- no n erasure codesandt eideaof singt e
for infor ation dispersal or si plicit e ill as-
s et att e ords it in eac bloc areele ents
of so e nite eld of approi atel 2 ele ents
e nat ral ¢ oice of it pri e 2 2 1
allo sforsi pleco p tation att e e pense of a ver
s all increase in storage space  en translating t e
original bloc to eld-ele ent representation ese
ords a t en be regarded as t e coe cients of a
pol no ial of degree 1 over ent eval e
ass edb t is pol no ial at an distinct points
s ceto ni el identif it is classical observa-
tion is a e idea in coding t eor and corresponds
tot e ander onde atri case of abin’s infor a-
tion dispersal fra e or 14 in t e e tre e setting
ere eac bloc contains a single ord e idea is
t at one a eval atet e pol no ial at points,
e panding t ebloc b afactorof ,s ¢ t atan set
of wval ess ces toreconstr ctt e original bloc
it t ese separate val es dispersed a ong s bscrib-
ing processors otet at e st ave
e approac is space-opti al since ever s bset of
processors s cient for reconstr ction,ie of sie ,
contains e actl t e total space of t e original data
ncoding and decoding correspond to t e polynomial
evaluation and interpolation proble s respectivel s-
ing log -based pol no ial Itiplication
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Figure 2. Data replication and dispersal. At
the first level of replication, each disper sal
level takes twice the original block size. The
second level of replication takes four times
the original block size. The total memory
requirement is nine times the original block
size. When the disper sal is completed, over
2 processor s need to be disabled for the
data to be lost.

one a perfor bot eval ation 8 and interpolation
in log ti e Since t ese algorit s are also
e cient in practice, encoding and decoding co ple -
it does not li it o r ¢ oice of ere ar t at

ore co ple codingsc e es 2 ig t be considered
t at are as ptoticall faster et b t re ire slig tl

ore t an ords to reconstr ct t e original Also,
t e topic of reconstr ction given so en  ber of erro-
neo s val es as been considered in t e literat re

e ord o tp t bloc a be arbitraril di-

vided into s bbloc s and dispersed a ong s bscribing
processors e ai dispersal possible singt e
sc e e above sends a single ord to eac of pro-
cessors An adversar o ldt en ave to destro
processors 2 8in o re a ple belo to erase a

a i all dispersed e or bloc e ini dis-
persal consists of storing t e entire o tp t bloc at one
processor epri ar consideration in establis ing
is t e tradeo bet een t e degree of infor ation dis-
persal possible, and t e inconvenience of large bloc s
b toda ’s standards

iven and it follo s t at log

ini ies t e inp t data bloc sie ic is t en

log bits or e a ple, 2 and 2
gives 1 and a bloc sieof 4 ilob tes f
is sedt ent ere ire ent forces to be
slig t1 lesst an 2

eading a a i all dispersed bloc is a ver e -

pensive operation in an  odel in  ic net or con-
nections ave signi cant cost or t is reason e pro-
pose t at eac data bloc be stored at several levels
of dispersal nt ee a ple above, t e encoded bloc

ig t be stored

n its entiret at a single processor
Dispersed a ong 2 processors
Dispersed a ong 1, 24 processors

Dispersed a i all a ong , processors

n ostcases ee pectt ebloc tobereadableb
contacting a single processor ft isfails e st con-
tact at least 1 oft e 2 att ene t level, and so on

e interesting propert of t e encoding transfor a-
tionist att is dispersal ta esplace it no additional
co p tation at is, bloc s are erel s bdivided
and dispersed o read a bloc , it is erel necessar

t at a s cient n ber of ords fro t e encoded
bloc can be accessed ese ig tco efro di er-
ent levels ese fo r levels cons e t e storage

of t e original bloc not 8 beca set e rst level need
not incl de an red ndanc at all eidea, t en, is
t at space is traded for red ced e pected read ti e

As frag ents of a bloc are received at a processor,
t e are stored in its e or along it t e corre-
sponding address and inde it int e bloc Separate
storage areas e ist for t e di erent frag ent lengt s
corresponding to t e fo r levels of dispersal above

Beca se bloc addresses st be stored along it
eac frag ent, a i al dispersal introd ces large
space penalties, on t e ass ption t at or
t is reason e s ggest t at t e botto  ost level be
o itted ene botto  ost level disperses to 1 24
processors

A second p ase of dispersal ist en possiblein ic
t e contents of t e botto level inco ing data b er
is treated as a data bloc and f rt er dispersed is
dispersal does not ta e place ntilt et isb er as
acc lated a f 11 bloc e s ggest a single ide-
spread 2 dispersal to, sa , anot er 1 24 proces-
sors nt is a t eprocessor’sbotto -levelb eris,
ine ect, bac ed pint enet or eres ltist at
an adversar st attac 2 processors 1 4oft e
2 involved to erase a e or bloc t at as been




dispersed to t is degree ass ingt ere eno g pro-
cessorsint enet or toallo s ¢ dispersal otice
t at replacing t e botto level it a second p ase
of dispersal increases t e overall space cost to 9 be-
ca se of t e additional red ndanc introd cedb t e
second p ase Itilevel dispersalsc e ess ¢ ast is
represent an e ective a toli itt e over ead of ad-
dress storage ile ac ieving ver  ide dispersal and
oderate bloc si e
ntes ste e propose a failed processor is de-
tected b its neig bors, its data reconstr cted, and its
storage responsibilities ass ed b anot er processor
int enet or e annerin ic t esefail resare
detected and t e reconstr ction acco plis ed is dis-
¢ ssed later
Dispersal on t e scale proposed above is not neces-
sar to ac ieve arc ival perfor ance nder a odel in
ic net or or processor fail res are ass ed to be
independent B t an ass ption of independence is
far fro valid for an reasons eseincl des ste -
atic fail res introd ced b soft are b gs, vir ses, and
overt adversarial action es ggestt ata ealt n-
ter e or ig tres 1t fro an independenti ple-
entations of t e distrib ted algorit  starting fro
a co on speci cation t at is si ple eno g to be
for all wveri ed
e probabilit of losing even one e or bloc
is t en do inated b t e probabilit t at one il
despite t e repair activities entioned above, per a-
nentl lose accessto 2 processors, spread rando 1
b virt e of t e addressing approac described later
t ro gott enet or e ill not present calc la-
tions ere beca se t e iss e of an appropriate fail re
odel is be ond t e scope of t is paper B t it clear
t at t e degree of a i dispersal is t e e vari-
able
e disc ssion above ill strates o t e variables
, » , ,and t e c oice of levels and p ases of
distrib tion are related in t e design of an e cient n-
ter e or ,and ene tt rntot es ste ’s be avior
over ti e

2.2 Trading aMoment for Eternity

nor odel of nter e or,eac s bscriber in-
vests a certain a o nt of e or for a certain ti e
period and earns interest at eac ti e nmit en

t e original invest ent is it dra n b t t e interest
re ains invested and represents t e ser’s perpet al
o ners ip of space it int es ste S bscribers en-
tert es ste andlaterleaveitb t eass et att e
net e ect is t at total invest ent increases over ti e

eso rceof t e interest ist es ste ’s ass ed
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Figure 3. New memory entering the system is
assigned to Intermemor y locations that have
not been stored or completel y disper sed. A
freshly written block becomes more widely
disper sed with time, until it reaches the max-
imum disper sal level.

contin ed e pansion at is, eac  nit of gro t in
t es ste ’stotal capacit is paid-o t as interest to
¢ rrent and in so e cases to past s bscribers
ore precisel , e eas re participationint es s-

te in ter s of an arbitrar nit of e or e
n ber of nits participating at ti e is denoted

i eisdiscreti edand e odelt es ste ’sgro t
over ti e as

deat s s bscriptions

and odelt elastt oter sinter sof rates, t atis

1

ere t e parent esi ed ter for s a single gro t

constant and e rite

erate ist e reciprocal of eac processor’s e -
pected lifeti e, and co binest ee ectsofne  sers
oiningt es ste ,andtec nolog i prove ents a -
ing it possible for ne entrants to contrib te an in-
creasinga o nt of space eass e 1 ent e
gro t inspacefro ti e ltoti e is

1

sot ene spaceper nit atti e is



eallo eac nit to cons
e ories into t e nter e or
e pected lifeti eit a spend

1 1

et is space storing its
So over eac  nit’s

is e pression a es clear t at longer lived pro-
cessors directl co pensate for a lo er gro t rate
oda storage costs are declining rapidl and co p t-
ers are fre entl discarded or redeplo ed after onl a
fe ears se fonee pects coststofallslo erint e
ft ret en constant e cienc can be aintained to
t ee tent t at processors sta ont e ob for a longer
ti e B titiscertainl possiblet att es ste ’se -
cienc o lddeclineoverti e a ingit less attractive
to ne s bscribers
a ple S ppose is eas redinda sand ee -
pect processors to participate for 1 da s so
1 e ts ppose 1 otice t at 1
12 sot at e are ass ingan ann als s-
te gro t rate of ro g1 2 o 1
SO 1 and over its 1 da lifeti e a
processor ill accr et erig ttocons ero gl
nits of perpet al storage space So in t is e a ple,
selected to be pla sible, eac participating processor
cancons e alfoft e e or it donates An act al
s ste ill ave to confront t e possibilit t at t e
co bination of gro t rate and deat rate falls s ort
of e pectations, and so e o reg late t e cons p-
tion of ne e or
n t e develop ent above, ne space entering t e
s ste is allocatedtot es ste ’sc rrents bscribers,
ie atti e Soas bscriber’srig ts vest onl d ring
itslife eno e ploret ee ectofadi erent strateg
eret eallocationis adetos bscribersatti e
ver a nit’s e pected lifeti eit a t en spend

1 1 1

As it see s t at a processor a eno an
nbo nded rig t to cons e space and indeed t is
istr e B ts c as ste is not practical beca se it
does not represent a fair trade e s bscriber, clearl ,
e pects to vest so erig ts it in a reasonable period
ofti e tnevert elessservestoill stratet at dela ed
vesting can boost s ste e cienc
n a i ed allocation strateg
of t e ne space is dispersed

a spend

ere a proportion
it dela a nit

ere 1 and eac ere ar t at ni-
for allocation over t e previo s ti e nits res lts
in a partic larl si ple e pression 1 for

a s bscriber’s Iti ate vested space rig ts

a ple ndert eass ptionsoft eprevio se -
a ple,s pposel oft ene spaceisallocated d ring
a processor lifeti esot att e rstt o levels of dis-
persal can occ r en2 9vestd ringane all long
period follo ingits deat ,andt e nal4 9in a period
oft esa elengt t atfollo s ere 1
29 4 9, and 1 2 e
res It is t at t e processor ill event all accr et e
rig t tocons el  nits of space stas ¢ as
it invested

s dispersal ta es place over ti e and old e -

ories are dispersed ore idel t an ne ones

e disc ssion above is rat er si plistic in t at it
ass est att es ste ’ssiegro s consistentl , and
t at t is gro t is governed b a si ple e ponential
r le Areals ste ill ave to confront proble ss c
as

1  on nifor gro t t e s ste a gro in

sp rts n an e tre e case a single large ser

ig t s bscribe and donate ani ense a o nt

of storage for a nite ti e S ¢ a ser cannot

e pect to vest perpet al rig ts in proportion to

t e donation at least not in a s ort ti e fra e

Space reserves ig t be aintained for s ¢ rea-
sons

2 1ot a slo do n it is not clear for o
¢ longer toda ’scli ate of rapid tec nological
advance ill persist ft is gro t rate declines,
t en constant e cienc is aintained onl b in-
creasing t e donation period B tt is a occr
nat rall since a ore stable tec nological envi-
ron ent a lead to longer processor lifeti es

S rin age t e s ste a,fro ti etoti e
S rin f t is condition is te porar it ig t
be dealt it b dra ing on reserves, or b can-
nibali ing deepl dispersed e ories at is,
b co andeering t e space occ pied b deepl

dispersed e ories and sing it to store ne er
ones fgro t res est is da age ill be re-
paired in t e ordinar co rse of s ste operation

as s etc ed in t e ne t section fs rin age per-
sists, t en societ , or t e sponsoring organi ation,
is left to decide et er preservationis ort t e
associated costs



ese proble s a ecleart at so e reg lation of
t e vesting of rig ts is needed in a f nctioning nter-
e or is is itself an interesting estion b t is
be ond t e scope of o r paper
inall , eobservet at one ig talsoass et at
t e e or capacit of an individ al s bscriber in-
creases over ti e n addition tot e e ect of declining
storage cost, t e trend to ards ore online data per
ser s pports it nder t e addressing et od de-
scribed in t e ne t section t is ass ption si pli es
t e andlingofb erover o in as bscribing proces-
sor

2.3 Addressing

nt issection e present a partic larsc e efor n-
ter e or addressing e central design ob ective is
t att ei portantf nctions of dispersal and self-repair

a be perfor eds ¢ t at eac processor co ni-
cates it onl a li ited n ber of neig bors, and
t at t e total vol e of co nication is ini i ed

t er sol tions are possible and o r ¢ rrent researc
isno e ploring several variations

e approac e present ere co bines as ing,
pse do-rando  generators, and a distrib ted na e
server D S e ilnotco entonteD Si -
ple entation e cept to disc ssits reconstr ctionint e
event of fail re, or replace ent All as f nctions and
generators are ass ed to be p blicd no nbt e

ill not consider t e ¢ oice of speci ¢ f nctions

An -bit nter e or address is rst apped
to a -bit virtual processor number ere it is
ass edt at2 e ceedst en Dber of processors in
t enet or no orinteft re es ggestt at

2 and 4 represent, reasonable val es

eD Si ple ents a an -to-one relation be-
t een virt al processor n  bers, and physical proces-
sor numbers, denoted t alsoi ple ents a one-to-
one relation bet een p sical processor n  bers and
network addresses, denoted ,t at toda o 1d con-
sist of a co bined nternet address and port n  ber

epat ist en

nt is a elocatet eact al processor containing
t e top-level dispersalofa e or bloc ,ie t ebloc
in its entiret

A relation, once establis ed, persists forever

at least for t e p rposes of t is paper B t t e
relation is  id as processors, and even orld-
idenet or str ct re,c ange e D S also accepts
responsibilit for creating relations as necessar , and
t s serves as a load balancer b assigning  val es
sed for t e rst ti e tolig t1 loaded p sical pro-
cessors  t er load balancing operations are possible

Figure 4. DNS mappings. Note a semantic
distinction between Intermemor y locations
and virtual processors. A virtual processor
holds Intermemor y blocks (nondisper sed),
and or disper sed block fragments. In addi-
tion, the first DNS mapping performs load
balancing. The second mapping assigns vir-
tual processor s to physical processors. The
last mapping associates a network address
of areal processor with a physical processor
number.

bt e illnotdisc sst isiss ef rt er

A grap relating t e processors is de ned b sing

-val es and a pse do-rando generator, or a fa il
of as f nctions e virt al n  bers of t e neig -
bors of eac processor are obtained b seeding t e
generator it its p sicaln ber , and generating
so en ber of val es ere isnos allert an
te ai fan-o t in t e dispersal sc e e Act -
all , ere ire distinct neig bors, so ore t an
pse do-rando val es a be necessar otice t at
t isgrap isp rel af nctionoft e andt e infor-

ationint e D S’s rst relation

ac processor retains its  val e, along it t e

c rrent  val es corresponding to eac neig bor n
D Sfail re, et en avea ig -degreerando grap
interconnecting all s bscriberst at a be sed for re-
constr ction ven if so e portion of t e net or ad-

dresses are nonf nctional, ecan it ver ig prob-
abilit reac all processors
ere ar t att e sa e net or ig t be sed

toi ple ent t e D S itself, and its operation ig t
be distrib ted and perfor ed b a single nter e or
code

epri ar p rposeoft egrap isinfor ation dis-
persal iven | ,andt e level of dispersal as seed,



anot er pse do-rando generator or collection of as
f nctions is sed to identif as bset of t e processor’s
neig bors to ic t e dispersal ta es place s all
processors in a bloc ’s distrib tion tree can be co -
p ted basedon andt eD S
Anot er p rpose of t e grap is repair, and e ill
s etc t is process eriodic polling of neig bors is
sed to identif dead processors, and en t e pro-
cessor is replaced t is grap is sed to reconstr ct its
proper contents An ite t e processor s o ld con-
tain t at is not at t e top dispersal level st ave
arrived fro anot er processor at ot er processor
ill event all poll, notice t e ite it earlier dispersed
is gone, and send it again A top level ite ill ave
been dispersed to at least one level, so t e neig bors
can be e a ined for an level t o bloc s t at st,
based on t e address calc lation process above, ave
arrived fro t e processor being reconstr cted e
corresponding nter e or addresses are t en read
and retained is polling ¢ cle ig t span, sa , a
fe ont s Soovert at ti e an ne replace ent
isreb ilt n an anal sis of a co plete s ste t e fre-
enc of polling is a e design variable

e brie observet at t esieof t e rst D S
relation is ic is approi atel t en Dber of
e or bloc sint esste pls ti est en Dber
of s bscribing processors esi eof t e second table
is stt en Dber of s bscribing processors

ere ar t at o r apping of an nter e or
address to a virt al processor n  ber is pri aril for
se antic reasons ne ig t, for e a ple, set
and set eidentit as sot at ese antic
distinction is necessar since referstot e address of
an nter e or bloc as co nicated b a ser to
t es ste , ile isanot erna eforso ep sical
processor Conf sion arises en  val es are gen-
erated as part of grap constr ction t ese are not
nter e or addresses Also, a case for large ig t
be ade based on so e deco position of t e address
space, ile can re ain s all, saving storage space
andti eint eD Si ple entation
inall e observet att e D S can be reb ilt en-
tirel fro t e infor ation eld b eac s bscribing
processor is is perfor ed as a distrib ted algorit
ont e c rrent grap connecting all s bscribers S
t e D S need not itself be engineered as an arc ival
s ste ,and ig teven bereplacedfro ti etoti e
e proble ofb erover o st be considered
atis, en aprocessorissent oredatat anit as
roo to store A sol tion idea is to design t e D S
s ¢ t at if a processor nears capacit t e li eli ood
t att e D S assigns a ne to it tends to be s all
provided t at ot er processors ave ore roo avail-

/ |

Figure 5. Each Intermemor y processor has
memory used to store data (including repli-
cated data) and software for memory repli-
cation, disper sal, reconstruction, and DNS.
Every processor is assigned “"neighbor s."

able Anot er proble arises ena isre sed,b t
given largeeno g ,t iss o 1d be rare indeed
f,so e o ,t eentires ste 1lls p, a processor
s o ld discard s all frag ents deep dispersal levels
rst Atso ef t reti e, t is processor ill die and
be replaced b ane largerone ndero rass ption
of gro t in individ al capacities en t is occ rs,
t e repair process ill 1l in t e discarded frag ents

a a t a ss s

or si plicit , and toe p asi et e arc ival co -
ponent of o r proposal, e ave adopted a rite-once
odel in t is paper A read rite odel is certainl
possible b t introd ces considerable additional co -
ple it as it replicated databases t beco es neces-
sar to trac versions of eac e or bloc and frag-
ent and t e design of cac esis co plicated e ave
co e tovie t eread rite version as a distinct re-
searc proect it so e at di erent potential ap-
plications inall ere ar t at a one-ti e erase
operation a beeasiertoi ple entb tt is atter
as not been considered in detail
nori ple entation, data ritten to nter e -
or beco es oredi c It toerase it ever level of
replication es ste a send notices to data o n-
ers as t e replication level increases An o ner a
ant to eep a cop of t e data ntil t e desired level
of replication is reac ed
e ¢ rrent paper does not address t e distrib ted
co p tation proble s of deter ining en a proces-
sor is dead, i ple enting fa lt-tolerant D S, and t e
protocol for adding ne processorsand serstot es s-
te cient and rob st sol tions to t ese proble s
are cr cial for reliable nter e or
Anot eri portant set of proble s is related to per-



issions and sec rit n partic lar, it s o 1d bei -
possible for an adversar to erase or corr pt nter e -
or it o t destro ing a ver largen ber of proces-
sors e opet at p blic- e cr ptograp can pro-
vide acceptable sol tions to t ese proble s Also, e
ave ass ed a si ple per ission str ct re in ic
eac s bscriber assole rite per ission to a set of ad-
dresses e observe t at a gro p per ission str ct re

a be needed for so e applications Also, beca se of
t es ste ’sarc ival ission,it a be appropriate to
revo e all rite per issions after so e period of ti e
as passed

ort e nter e or tof nctionforaver longti e

and to o tlast ¢ rrent soft are and tec nolog , nter-

e or protocols s o Id incl de a provision for t eir
replace ent it ne ones, it o t loss of data

e avenot disc ssed o ne sersorne proces-

sors oint es ste ne possible sol tion is to andle
t ist ro g a collection of tr sted sitesina a si -
ilar to t at ¢ rrentl sed for assigning addresses
A related iss e is t at of policing en a ne  ser
oins t e s ste and is given a bloc of nter e or
it can riteto,t e serco  its certain reso rces asa
pa ent, andt es ste astoens ret att e ser
onors t is co it ent

A s att a rs Ab

nt is section e brie disc ssso eoft e ig er
level str ct rest at ig t beb ilt on top of t elo -
level infrastr ¢t re st described

A distrib ted le s ste ig t bei ple ented in

ic nter e or bloc s correspond to dis bloc s

is o ldallo as bscriber tob ild a director ier-
arc and speci ¢ lesco ldt en be accessed b incor-
porating nter e or soft areinto an application, or
ore convenientl b deplo ing dae ons t at provide
an access service t at a es nter e or directories
loo li e standard dis -based directories

A gate a serviceco ldt en connectt e traditional

eb it t e nter e or ,ie,a ebpageco ldlin
to a doc ent stored t ere, ie it in a le s ste
t atisitselfi ple entedin nter e or nt e rite-
once odels ¢ lins old avet e virt e of never
e piring

A fascinating proble related to nter e or ist e
de nition of an arc ival data t pe s ste ore a -
ple, isc rrentl astandardi agefor at o -
ever, t ere is no g arantee t at in 1 ears a
decoder a beeasil accessible Ani portantt peis
t at of progra ,t atis, an arc ival representation
foraco p terprogra t atallo sittober nviae -
lationat an f t reti e e envision asi ple base

ac ine odel and speci cation on top of  ic
co pilers and interpreters can be b ilt Applications
s ¢ as data conversion ig t be ritten sing s ¢
asste bt es ggestt atits tilit e tends to a
¢ broader class of proble s
ne iss e to consider is et er a dataite s o 1d
be converted to a ne data t pe as t e old one be-
co es obsolete, or instead be translated  enever it
is accessed, sing an arc ival progra ac trans-
lation carries it it t e mnite ris of data loss, and
over an earsone o ldt ereforee pect signi cant
losses to occ r it eit er approac B t in t e lat-
ter case t e original data is still available along it
t e ¢ ain of progra s to convert it so in principle
t efalt lin sint isc ain ig t be repaired ote
t at on-de and translation approac  ig t be ade
transparent tot e ser
e nternet e erged it o t an advance consid-
eration of t e searc proble es ggestt ataco -
plete nter e or arc itect re s o ld consider it p
front nternet searc s ste soperateb inde ing doc-
ent to ens and provisions for t is approac st be
ade Bt es ggestt at as ste of obects igt
be de ned to deal it part oft e proble b address-
ing concepts s ¢ as o, ere , en , and so
on So en Dber of t ese ig t be a re ired, or
strongl s ggested co ponent of ever nter e or
doc ent Be ondt eseiss esrat er detailed s b ect
area ta ono ies ig t be developed and aintained
b e pertssot at nter e or contrib tions can self
classify Doc ents it o tclassi cations ig t later
beclassi edb nter e or robots, or an e perts
vent e design of as ste of ta ono iest at can be
revised over t e ears b t re ain connected to past
versions see s nontrivial and represents an interesting
s bproble

C S

e aveidenti ed a generalfra e or and an is-
s esrelating to t e design of an nter e or reli i-
nar calc lations indicate t at nter e or is feasible
and practical at is, one can trade oderate-ter
co it ent of e or reso rces for arc ival storage
in nter e or e detailed design of t iss ste  ill
re iret e co bined e orts of distrib ted algorit s,
cr ptograp ,ands ste se perts

n t is paper e concentrated on orld- ide n-
ter e or Arc ival nter e ories are possible on a
s aller scale or e a ple, a large organi ation a
ave an instit tion- ide ntra e or asas pple ent
tonor albac ps one advantageof t isisa to ated
restore operation  lectronic o rnal p blis ers a



constr ct an arc ival o rnal nter e or , to ens re
t at a o rnal iss e is easil available even if its p b-
lis eris o t of b siness So e aspects of s all-scale
nter e ories,s ¢ assec rit, a besi plert an
t ose for t e orld- ide nter e or A s all-scale
nter e or a es a good test case fort e rsti -
ple entation

A's all or ing gro pis no eeting reg larl at

C esearc nmnstit tetof rt er de ne nter e or
and or to ardsi ple enting it

Ac ts

eatorstan Bar ¢ A erbc,Sa B ss,

an dler, Allan ottlieb, Leonid rvits, oe il-

ian, Satis  ao, Scott Stornetta, and er an 1l for
elpf 1disc ssions and co  ents

r CS
e e y e
ey
)
e
y e
ee
€ ) € Y )
e e y
€ ) ey
e Yy e )
e e
K w



